BREMKSE—FURERESAERE

TR, TEIE"?
(1. 24 L%k7%, h Hx 211111;
2. EiBEKF, Lif 200444)

W OE: s MEREESTY, FEEYERSRIREZ SN NIRAMINE R AR, Ifeze. W
e h, HURZ ARG, A TS EIN— kb %4 (security & safety, SS) Hriddkik. 7EL8& M
BRI — i e 2 o A A 2 AR R IR A L, DN A S e e BT 2, Rt T —Fh
HT A FHICA (dynamics heterogeneous redundancy, DHR) P4 2 &G HIA,  PL— 10 1) #4) 1 RN
fifp i = B AT B W, SEIUA RIS IR KNI T AR K B T . K N AR 2 A LSS N DR A Rk
B, PAE724: DHR ZEH H 4% 100% Z NG RE 77 NHESN SR A A= 224 B AE HAR, BIRE T — %LU
“CHLHIT AT BELWT — S rboa] B AR — S AR %O R RE IR ZE N AE A BRI SRR T &

KRR WREMBPEAE: MEFMILR: — BT e: NAERS

HhESES: TP393

XEkFRERE: A

doi: 10.11959/j.issn.1000-0801.2024258

Security & safety issues and endogenous security for
intelligent connected vehicles

JIA Hongyingl, LI Yufengl’2

1. Purple Mountain Laboratories, Nanjing 211111, China
2. Shanghai University, Shanghai 200444, China

Abstract: With the rapid development of vehicle-road-cloud integrated system (VRCIS), physical space and cyber
space were deeply intertwined, resulting in a brand-new transformation of automobile safety. New challenges arise in
the integrated security domain, where safety, security and information security were deeply overlapped. Based on a
comprehensive analysis the integrated security problem of intelligent connected vehicle (ICV) and limitations of exist-
ing security defense methods, guided by the endogenous security existence theorem, a dynamics heterogeneous redun-
dancy (DHR) based endogenous security construction technology was proposed to solve the triple security overlap
problem with integrated construction effects, achieving known and unknown threat defense without relying on prior

knowledge. The results of a large number of endogenous safety white-box pile injection tests show that the endog-
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enous safety DHR architecture had 100% differential mode suppression capability. In order to promote the overall

goal of achieving endogenous safe boarding, a close range planning scheme for intelligent connected vehicles with the

core of “pre blocking, mid defense, and post traceability” had also been explored.

Key words: intelligent connected vehicle, dynamic heterogeneous redundant, security & safety, endogenous security
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